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Note: As of March 2018, only the “Push New Patient Data from EHR" stream is operational. The 
“Pull New Patient Data from EHR" stream requires as-yet unavailable functionality from 
Cerner’s Smart on FHIR implementation: namely, the offline_access scope for Provider-facing 
apps. This feature is currently under consideration to be implemented at Cerner. 
 
Cerner Smart on FHIR URLs: 

• App Sandbox: https://code.cerner.com/developer/smart-on-fhir/apps 

• Tutorial: http://engineering.cerner.com/smart-on-fhir-tutorial/ 

• Documentation: http://fhir.cerner.com/millennium/dstu2/ 
 
Requirements: 

→ Test server serving REDCap over HTTPS. Such websites usually have a Fully Qualified 
Domain Name and are not behind an institutional firewall. 

→ UPDATE permissions on the database backend for activating Clinical Data Pull 
functionality. 

→ Access to said Test server (Remote Desktop, SSH, etc.) to modify REDCap code. 

→ Administrator-level REDCap account. 
 
Tested and working on REDCap 8.2.1, on 3/9/2018. 
 
This process involves switching between the Cerner Sandbox and REDCap, so it is 
recommended that you have two browser windows open side-by-side. 
 
Register New Cerner App in Cerner FHIR App Sandbox. Do this first as it takes 15-20 
minutes for the registered app to activate and become available for testing. 
  

Field Description 

App Name REDCap Test at <Institution>. 

SMART 

Launch URI 

https://redcap_testSite_FQDN.edu/ehr.php?user=your_redcap_acct_username 

Redirect 

URI 

https://redcap_testSite_FQDN.edu/ehr.php 

App Type Provider (Clinical Data Pull module is a Provider-facing app) 

FHIR Spec dstu2 (The latest spec version supported by Cerner.) 

https://code.cerner.com/developer/smart-on-fhir/apps
http://engineering.cerner.com/smart-on-fhir-tutorial/
http://fhir.cerner.com/millennium/dstu2/


Field Description 

Authorized Yes (Authorized App will use secured OAuth2 authentication.) 

Standard 

Scopes 

launch, profile, open_id (all selected by default) 

Keep offline_access unchecked for now (until it’s implemented at Cerner) → 

online_access is automatically checked. 

User 

Scopes 

None 

Patient 

Scopes 

AllergyIntolerance, Condition, Immunization, MedicationOrder, Observation, Patient 

— these are same the scopes specified in the “Setup Instructions (General)” 

documentation for REDCap Clinical Data Pull. 

 
 
 
After the App has been registered, click open the app in the Cerner Sandbox to 
verify its configuration. 



 
 
In REDCap, set up “Clinical Data Interoperability Services” from the Control 
Center: 

→ Client ID: copy over from Cerner App Settings 

→ Client Secret: leave blank  
o (Until Cerner enables “offline_access” for “Provider” apps) 

→ FHIR Base URL: copy over the URL next to “FHIR Spec: dstu2”  
o Click “Auto-Find” on the REDCap side to complete the token URL and authorize 

URL fields. 



 
 
In REDCap, create a Test Project and enable Clinical Data Pull from the Project 
Setup page.  
Build an instrument containing the desired patient fields (name, address, birthdate, etc.), 
activate Clinical Data Pull, and set up field mappings as directed. 

 
Important: Your FHIR-enabled Project must have a text field with the mrn_generic 
validation option, otherwise the records will not be available for selection. 
 
The field mapping process is described here: 
https://redcap.vanderbilt.edu/consortium/videoplayer.php?video=ddp01.swf 

https://redcap.vanderbilt.edu/consortium/videoplayer.php?video=ddp01.swf


 

 
 
Access the REDCap server, edit REDCap code so that scopes are specified explicitly 
at the authorization request step. 
Locate FhirEhr.php in the latest (most current) REDCap code folder under the web root folder, 
and make the following change: 

- Location: /REDCap_v8.x.x/Classes/FhirEhr.php, line 10 



o Change $fhirScope to  
▪ private $fhirScope = 'patient/Patient.read 

patient/Observation.read patient/Condition.read 
patient/MedicationOrder.read patient/Immunization.read 
patient/AllergyIntolerance.read launch’; 

 
Click into Cerner App logo, and “Begin Testing” 

 
 
Select any test patient and click “Next” 



 
 
Click “Launch” to access a test Cerner Millenium EHR application portal 



 
 
If prompted, log in to the Millennium Sandbox using the username and password provided 
above. 
 
Once authorization completes, log in to REDCap when prompted. 
 
Select your project containing mrn_generic field from the drop-down menu, click 
“+Add Patient to Project” and follow the prompts to “adjudicate” and import the 
patient record. 
 
Note: After launch, the REDCap interface will appear in a limited view, just as it would appear in 
a EHR launch frame. This view hides the sidebar and displays the patient record information at 
the top of the page (see below). To leave this view, clear recent cookies, and log out and back in. 
Otherwise, the view will expire normally in 30-60 minutes when your Cerner session token 
expires. 
 



 



 
 



 



 
 



 


